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Network Security and Network Security and 
D ef ens esD ef ens es

�� Goals:Goals:
–– U n d e r s t a n d  b a s i c  t e r m i n o l o g yU n d e r s t a n d  b a s i c  t e r m i n o l o g y
–– U n d e r s t a n d  b a s i c  t h r e a t sU n d e r s t a n d  b a s i c  t h r e a t s
–– U n d e r s t a n d  d e f e n s e sU n d e r s t a n d  d e f e n s e s

�� limitationslimitations



Network SecurityNetwork Security

�� IP securityIP security
–– I P  s p o o f i n gI P  s p o o f i n g

�� D N S  securityD N S  security

�� D en ia lD en ia l -- o fo f --serv ice a tta ck sserv ice a tta ck s
–– S Y N  f l o o d i n gS Y N  f l o o d i n g
–– M a i l  b o m b i n gM a i l  b o m b i n g

�� D istrib uted  d en ia lD istrib uted  d en ia l -- o fo f --serv ice a tta ck sserv ice a tta ck s
–– P i z z a  d e l i v e r y  a t t a c kP i z z a  d e l i v e r y  a t t a c k



Network DefensesNetwork Defenses

�� F irew a l l sF irew a l l s

�� D em il ita riz ed  z o n esD em il ita riz ed  z o n es

�� V irtua l  p riv a te n etw o rk sV irtua l  p riv a te n etw o rk s

�� In trusio n  d etectio n  system sIn trusio n  d etectio n  system s

�� H o n eyp o tsH o n eyp o ts

�� V ul n era b il ity sca n n ersV ul n era b il ity sca n n ers



F i rewa l l sF i rewa l l s

�� A machine that protects a company’s A machine that protects a company’s 
internal  netw ork  f rom attack ersinternal  netw ork  f rom attack ers

�� W ays to d ef eat a f irew al lW ays to d ef eat a f irew al l
–– G o  a r o u n d  i tG o  a r o u n d  i t
–– S n e a k  s o m e t h i n g  t h r o u g h  i tS n e a k  s o m e t h i n g  t h r o u g h  i t
–– T a k e  i t  o v e rT a k e  i t  o v e r

�� T ypesT ypes
–– P a c k e t  f i l t e r sP a c k e t  f i l t e r s
–– A p p l i c a t i o n  g a t e w a y s  ( p r o x i e s )A p p l i c a t i o n  g a t e w a y s  ( p r o x i e s )



Demilitarized ZoneDemilitarized Zone

�� Employ two logical firewallsEmploy two logical firewalls

�� O n e firewall protects D M Z  from th e O n e firewall protects D M Z  from th e 
ou tsid e worldou tsid e world

�� A n oth er firewall protects th e in tern al A n oth er firewall protects th e in tern al 
n etwork  from th e D M Zn etwork  from th e D M Z

�� P lace web  serv ers in  th e D M ZP lace web  serv ers in  th e D M Z



Virtual Private NetworksVirtual Private Networks

�� A  secu re con n ection  ov er a pu b lic A  secu re con n ection  ov er a pu b lic 
n etworkn etwork

�� T wo main  u sesT wo main  u ses
–– C o n n e c t  d i s j o i n t  p i e c e s  o f  t h e  s a m e  C o n n e c t  d i s j o i n t  p i e c e s  o f  t h e  s a m e  
n e t w o r kn e t w o r k

–– C o n n e c t  m o b i l e  u s e r sC o n n e c t  m o b i l e  u s e r s

�� C ommon  protocol C ommon  protocol –– I P S ecI P S ec
( growin g u se of T L S )( growin g u se of T L S )



I n trusion  D etec tion  I n trusion  D etec tion  
S y stem s ( I D S )S y stem s ( I D S )

�� N e t w o r k  m o n i t o r sN e t w o r k  m o n i t o r s

�� T w o  b a s i c  a p p r o a c h e sT w o  b a s i c  a p p r o a c h e s
–– M i s u s e  d e t e c t i o nM i s u s e  d e t e c t i o n
–– A n o m a l y  d e t e c t i o nA n o m a l y  d e t e c t i o n

�� E x a m p l e :  S n o r tE x a m p l e :  S n o r t
–– w w w . s n o r t . o r gw w w . s n o r t . o r g
–– w w w . s a n s . o r g /r e s o u r c e s /i d f a qw w w . s a n s . o r g /r e s o u r c e s /i d f a q //

�� E x a m p l e :  T r i p w i r e  ( f i l e  s y s t e m  i n t r u s i o n s )E x a m p l e :  T r i p w i r e  ( f i l e  s y s t e m  i n t r u s i o n s )
–– w w w . t r i p w i r e . o r gw w w . t r i p w i r e . o r g
–– s o u r c e f o r g e . n e ts o u r c e f o r g e . n e t /p r o j e c t s /t r i p w i r e/p r o j e c t s /t r i p w i r e



H on ey p otsH on ey p ots

�� En tire d u mmy compu ters an d  En tire d u mmy compu ters an d  
su b n etwork ssu b n etwork s d esign ed  to look  in v itin g d esign ed  to look  in v itin g 
to attack ersto attack ers

�� Early ex ample ( if n ot th e first)Early ex ample ( if n ot th e first)
–– C l i f f  S t o l l ,  “ T h e  C u c k o o s  E g g ”C l i f f  S t o l l ,  “ T h e  C u c k o o s  E g g ”



Vuln erab ility  S c an n ersVuln erab ility  S c an n ers

�� A u t o m a t e d  p r o g r a m  t o  s c a n  t h e  n e t w o r k  A u t o m a t e d  p r o g r a m  t o  s c a n  t h e  n e t w o r k  
l o o k i n g  f o r  w e a k n e s s e sl o o k i n g  f o r  w e a k n e s s e s
–– I d e n t i f y  i n f o r m a t i o n  a b o u t  a  h o s tI d e n t i f y  i n f o r m a t i o n  a b o u t  a  h o s t

�� � ��� � � ��	 
� � 
 
	 
�� � � � � �� 	 
� � 
 
	 
�

�� � ��� ��� �� � 
 �� � �� �� � 
 
 �� �	 � 
 
� � � � � �� � 
 �� � �� �� � 
 
 �� �	 � 
 


�� A useful tool for attackers and defendersA useful tool for attackers and defenders

�� E x am p le:  E x am p le:  nm apnm ap ( “ N etw ork ( “ N etw ork M ap p erM ap p er” )” )
–– w w w . i n s e c u r e . o r gw w w . i n s e c u r e . o r g



Firewalls (more details)Firewalls (more details)

�� E ffecti v e m eans of p rotecti ng  a local sy stem  E ffecti v e m eans of p rotecti ng  a local sy stem  
or netw ork of sy stem s from  netw orkor netw ork of sy stem s from  netw ork--b ased b ased 
securi ty  th reats w h i le at th e sam e ti m e securi ty  th reats w h i le at th e sam e ti m e 
affordi ng  access to th e outsi de w orld v i a affordi ng  access to th e outsi de w orld v i a 
w i de area netw orks and th e I nternetw i de area netw orks and th e I nternet

�� I t i s not p racti cal to eq ui p  each  serv er and I t i s not p racti cal to eq ui p  each  serv er and 
w orkstati on on a netw ork w i th  strong  w orkstati on on a netw ork w i th  strong  
securi ty  featuressecuri ty  features



Firewall D esig nFirewall D esig n

�� The firewall is inserted between the The firewall is inserted between the 
lo c al area netwo rk  and the I nternetlo c al area netwo rk  and the I nternet

�� A im s:A im s:
–– E s t a b l i s h  a  c o n t r o l l e d  l i n k  a n d  e r e c t  a n  E s t a b l i s h  a  c o n t r o l l e d  l i n k  a n d  e r e c t  a n  
o u t e r  s e c u r i t y  w a l l  o r  p e r i m e t e ro u t e r  s e c u r i t y  w a l l  o r  p e r i m e t e r

–– P r o t e c t  t h e  l o c a l  n e t w o r k  f r o m  I n t e r n e tP r o t e c t  t h e  l o c a l  n e t w o r k  f r o m  I n t e r n e t --
b a s e d  a t t a c k sb a s e d  a t t a c k s

–– P r o v i d e  a  s i n g l e  c h o k e  p o i n t  w h e r e  P r o v i d e  a  s i n g l e  c h o k e  p o i n t  w h e r e  
s e c u r i t y  a n d  a u d i t  c a n  b e  i m p o s e ds e c u r i t y  a n d  a u d i t  c a n  b e  i m p o s e d



Firewall CharacteristicsFirewall Characteristics

�� D e s i g n  g o a l s :D e s i g n  g o a l s :
–– A l l  t r a f f i c  f r o m  i n s i d e  t o  o u t s i d e  m u s t  p a s s  A l l  t r a f f i c  f r o m  i n s i d e  t o  o u t s i d e  m u s t  p a s s  
t h r o u g h  t h e  f i r e w a l l  ( p h y s i c a l l y  b l o c k i n g  a l l  t h r o u g h  t h e  f i r e w a l l  ( p h y s i c a l l y  b l o c k i n g  a l l  
a c c e s s  t o  t h e  l o c a l  n e t w o r k  e x c e p t  v i a  t h e  a c c e s s  t o  t h e  l o c a l  n e t w o r k  e x c e p t  v i a  t h e  
f i r e w a l l )f i r e w a l l )

–– O n l y  a u t h o r i z e d  t r a f f i c  ( d e f i n e d  b y  t h e  l o c a l  O n l y  a u t h o r i z e d  t r a f f i c  ( d e f i n e d  b y  t h e  l o c a l  
s e c u r i t y  p o l i c y )  w i l l  b e  a l l o w e d  t o  p a s ss e c u r i t y  p o l i c y )  w i l l  b e  a l l o w e d  t o  p a s s

–– T h e  f i r e w a l l  i t s e l f  i s  i m m u n e  t o  p e n e t r a t i o n  ( u s e  T h e  f i r e w a l l  i t s e l f  i s  i m m u n e  t o  p e n e t r a t i o n  ( u s e  
o f  t r u s t e d  s y s t e m  w i t h  a  s e c u r e  o p e r a t i n g  o f  t r u s t e d  s y s t e m  w i t h  a  s e c u r e  o p e r a t i n g  
s y s t e m )s y s t e m )



Firewall L im itatio n sFirewall L im itatio n s

�� C anno t p ro tec t ag ainst attac k s that C anno t p ro tec t ag ainst attac k s that 
by p ass the firewall,  su c h as dialby p ass the firewall,  su c h as dial--in and in and 
dialdial--o u t c ap abilitieso u t c ap abilities

�� The firewall do es no t p ro tec t ag ainst The firewall do es no t p ro tec t ag ainst 
internal threatsinternal threats

�� The firewall c anno t p ro tec t ag ainst the The firewall c anno t p ro tec t ag ainst the 
transfer o f v iru stransfer o f v iru s--infec ted p ro g ram s o r infec ted p ro g ram s o r 
filesfiles



Types of FirewallsTypes of Firewalls

�� Three common types of firewalls:Three common types of firewalls:
–– P a c k e tP a c k e t --f i l t e r i n g  r o u t e r sf i l t e r i n g  r o u t e r s
–– A p p l i c a t i o nA p p l i c a t i o n --l e v e l  g a t e w a y sl e v e l  g a t e w a y s
–– C i r c u i tC i r c u i t --l e v e l  g a t e w a y sl e v e l  g a t e w a y s



Types of FirewallsTypes of Firewalls

�� PacketPacket--f i l ter i n g  R o u terf i l ter i n g  R o u ter



Types of FirewallsTypes of Firewalls

�� P ack etP ack et--filtering  R ou terfiltering  R ou ter
–– A p p l i e s  a  s e t  o f  r u l e s  t o  e a c h  i n c o m i n g  I P  A p p l i e s  a  s e t  o f  r u l e s  t o  e a c h  i n c o m i n g  I P  
p a c k e t  a n d  t h e n  f o r w a r d s  o r  d i s c a r d s  t h e  p a c k e t  a n d  t h e n  f o r w a r d s  o r  d i s c a r d s  t h e  
p a c k e tp a c k e t

–– F i l t e r  p a c k e t s  g o i n g  i n  b o t h  d i r e c t i o n sF i l t e r  p a c k e t s  g o i n g  i n  b o t h  d i r e c t i o n s
–– T h e  p a c k e t  f i l t e r  i s  t y p i c a l l y  s e t  u p  a s  a  T h e  p a c k e t  f i l t e r  i s  t y p i c a l l y  s e t  u p  a s  a  
l i s t  o f  r u l e s  b a s e d  o n  m a t c h e s  t o  f i e l d s  i n  l i s t  o f  r u l e s  b a s e d  o n  m a t c h e s  t o  f i e l d s  i n  
t h e  I P  o r  T C P  h e a d e rt h e  I P  o r  T C P  h e a d e r

–– T w o  d e f a u l t  p o l i c i e s  ( d i s c a r d  o r  f o r w a r d )T w o  d e f a u l t  p o l i c i e s  ( d i s c a r d  o r  f o r w a r d )



Types of FirewallsTypes of Firewalls

�� A d v antag es:A d v antag es:
–– S i m p l i c i t yS i m p l i c i t y
–– T r a n s p a r e n c y  t o  u s e r sT r a n s p a r e n c y  t o  u s e r s
–– H i g h  s p e e dH i g h  s p e e d

�� D isad v antag es:D isad v antag es:
–– D i f f i c u l t y  o f  s e t t i n g  u p  p a c k e t  f i l t e r  r u l e sD i f f i c u l t y  o f  s e t t i n g  u p  p a c k e t  f i l t e r  r u l e s
–– L a c k  o f  a u t h e n t i c a t i o nL a c k  o f  a u t h e n t i c a t i o n



Types of FirewallsTypes of Firewalls

�� P ossib le attack sP ossib le attack s
–– I P  a d d r e s s  s p o o f i n gI P  a d d r e s s  s p o o f i n g
–– S o u r c e  r o u t i n g  a t t a c k sS o u r c e  r o u t i n g  a t t a c k s
–– T i n y  f r a g m e n t  a t t a c k sT i n y  f r a g m e n t  a t t a c k s



Types of FirewallsTypes of Firewalls

�� A pplicationA pplication--lev el G atewaylev el G ateway



Types of FirewallsTypes of Firewalls

�� A pplicationA pplication--lev el G atewaylev el G ateway
–– A l s o  c a l l e d  p r o x y  s e r v e rA l s o  c a l l e d  p r o x y  s e r v e r
–– A c t s  a s  a  r e l a y  o f  a p p l i c a t i o nA c t s  a s  a  r e l a y  o f  a p p l i c a t i o n --l e v e l  t r a f f i cl e v e l  t r a f f i c



Types of FirewallsTypes of Firewalls

�� A d v antag es:A d v antag es:
–– T e n d  t o  b e  m o r e  s e c u r e  t h a n  p a c k e t  T e n d  t o  b e  m o r e  s e c u r e  t h a n  p a c k e t  
f i l t e r sf i l t e r s

–– O n l y  n e e d  t o  s c r u t i n i z e  a  f e w  a l l o w a b l e  O n l y  n e e d  t o  s c r u t i n i z e  a  f e w  a l l o w a b l e  
a p p l i c a t i o n sa p p l i c a t i o n s

–– E a s y  t o  l o g  a n d  a u d i t  a l l  i n c o m i n g  t r a f f i cE a s y  t o  l o g  a n d  a u d i t  a l l  i n c o m i n g  t r a f f i c

�� D isad v antag es:D isad v antag es:
–– A d d i t i o n a l  p r o c e s s i n g  o v e r h e a d  o n  e a c h  A d d i t i o n a l  p r o c e s s i n g  o v e r h e a d  o n  e a c h  
c o n n e c t i o n  ( g a t e w a y  a s  s p l i c e  p o i n t )c o n n e c t i o n  ( g a t e w a y  a s  s p l i c e  p o i n t )



Types of FirewallsTypes of Firewalls

�� C ircu itC ircu it--lev el G atewaylev el G ateway



Types of FirewallsTypes of Firewalls

�� C ircu itC ircu it--lev el G atewaylev el G ateway
–– S t a n dS t a n d --a l o n e  s y s t e m  o ra l o n e  s y s t e m  o r
–– S p e c i a l i z e d  f u n c t i o n  p e r f o r m e d  b y  a n  S p e c i a l i z e d  f u n c t i o n  p e r f o r m e d  b y  a n  
A p p l i c a t i o nA p p l i c a t i o n --l e v e l  G a t e w a yl e v e l  G a t e w a y

–– S e t s  u p  t w o  T C P  c o n n e c t i o n sS e t s  u p  t w o  T C P  c o n n e c t i o n s
–– T h e  g a t e w a y  t y p i c a l l y  r e l a y s  T C P  T h e  g a t e w a y  t y p i c a l l y  r e l a y s  T C P  
s e g m e n t s  f r o m  o n e  c o n n e c t i o n  t o  t h e  s e g m e n t s  f r o m  o n e  c o n n e c t i o n  t o  t h e  
o t h e r  w i t h o u t  e x a m i n i n g  t h e  c o n t e n t so t h e r  w i t h o u t  e x a m i n i n g  t h e  c o n t e n t s



Types of FirewallsTypes of Firewalls

�� C ircu itC ircu it--lev el G atewaylev el G ateway
–– T h e  s e c u r i t y  f u n c t i o n  c o n s i s t s  o f  T h e  s e c u r i t y  f u n c t i o n  c o n s i s t s  o f  
d e t e r m i n i n g  w h i c h  c o n n e c t i o n s  w i l l  b e  d e t e r m i n i n g  w h i c h  c o n n e c t i o n s  w i l l  b e  
a l l o w e da l l o w e d

–– T y p i c a l l y  u s e d  i s  a  s i t u a t i o n  i n  w h i c h  t h e  T y p i c a l l y  u s e d  i s  a  s i t u a t i o n  i n  w h i c h  t h e  
s y s t e m  a d m i n i s t r a t o r  t r u s t s  t h e  i n t e r n a l  s y s t e m  a d m i n i s t r a t o r  t r u s t s  t h e  i n t e r n a l  
u s e r su s e r s

–– A n  e x a m p l e  i s  t h e  S O C K S  p a c k a g eA n  e x a m p l e  i s  t h e  S O C K S  p a c k a g e



Types of FirewallsTypes of Firewalls

�� B astion H ostB astion H ost
–– A  s y s t e m  i d e n t i f i e d  b y  t h e  f i r e w a l l  A  s y s t e m  i d e n t i f i e d  b y  t h e  f i r e w a l l  
a d m i n i s t r a t o r  a s  a  c r i t i c a l  s t r o n g  p o i n t  i n  a d m i n i s t r a t o r  a s  a  c r i t i c a l  s t r o n g  p o i n t  i n  
t h e  n e t w o r k ´ s  s e c u r i t yt h e  n e t w o r k ´ s  s e c u r i t y

–– T h e  b a s t i o n  h o s t  s e r v e s  a s  a  p l a t f o r m  f o r  T h e  b a s t i o n  h o s t  s e r v e s  a s  a  p l a t f o r m  f o r  
a n  a p p l i c a t i o na n  a p p l i c a t i o n --l e v e l  o r  c i r c u i tl e v e l  o r  c i r c u i t --l e v e l  l e v e l  
g a t e w a yg a t e w a y



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� I n ad d ition to the u se of simple I n ad d ition to the u se of simple 
config u ration of a sing le system config u ration of a sing le system 
( sing le pack et filtering  rou ter or sing le ( sing le pack et filtering  rou ter or sing le 
g ateway) ,  more complex  g ateway) ,  more complex  
config u rations are possib leconfig u rations are possib le

�� Three common config u rationsThree common config u rations



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� S creened  host firewall system ( sing leS creened  host firewall system ( sing le--
homed  b astion host)homed  b astion host)



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� S creened  host firewall,  sing leS creened  host firewall,  sing le--homed  homed  
b astion config u rationb astion config u ration

�� F irewall consists of two systems:F irewall consists of two systems:
–– A  p a c k e tA  p a c k e t --f i l t e r i n g  r o u t e rf i l t e r i n g  r o u t e r
–– A  b a s t i o n  h o s tA  b a s t i o n  h o s t



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� C onfig u ration for the pack etC onfig u ration for the pack et--filtering  filtering  
rou ter:rou ter:
–– O n l y  p a c k e t s  f r o m  a n d  t o  t h e  b a s t i o n  h o s t  O n l y  p a c k e t s  f r o m  a n d  t o  t h e  b a s t i o n  h o s t  
a r e  a l l o w e d  t o  p a s s  t h r o u g h  t h e  r o u t e ra r e  a l l o w e d  t o  p a s s  t h r o u g h  t h e  r o u t e r

�� The b astion host performs The b astion host performs 
au thentication and  prox y fu nctionsau thentication and  prox y fu nctions



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� G reater secu rity than sing le G reater secu rity than sing le 
config u rations b ecau se of two config u rations b ecau se of two 
reasons:reasons:
–– T h i s  c o n f i g u r a t i o n  i m p l e m e n t s  b o t h  T h i s  c o n f i g u r a t i o n  i m p l e m e n t s  b o t h  
p a c k e tp a c k e t --l e v e l  a n d  a p p l i c a t i o nl e v e l  a n d  a p p l i c a t i o n --l e v e l  f i l t e r i n g  l e v e l  f i l t e r i n g  
( a l l o w i n g  f o r  f l e x i b i l i t y  i n  d e f i n i n g  s e c u r i t y  ( a l l o w i n g  f o r  f l e x i b i l i t y  i n  d e f i n i n g  s e c u r i t y  
p o l i c y )p o l i c y )

–– A n  i n t r u d e r  m u s t  g e n e r a l l y  p e n e t r a t e  t w o  A n  i n t r u d e r  m u s t  g e n e r a l l y  p e n e t r a t e  t w o  
s e p a r a t e  s y s t e m ss e p a r a t e  s y s t e m s



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� This config u ration also afford s This config u ration also afford s 
flex ib ility in prov id ing  d irect I nternet flex ib ility in prov id ing  d irect I nternet 
access ( pu b lic information serv er,  e. g .  access ( pu b lic information serv er,  e. g .  
W eb  serv er)W eb  serv er)
–– T h e  p a c k e t  f i l t e r i n g  r o u t e r  m a y  a l l o w  T h e  p a c k e t  f i l t e r i n g  r o u t e r  m a y  a l l o w  
d i r e c t  t r a f f i c  b e t w e e n  t h e  i n f o r m a t i o n  d i r e c t  t r a f f i c  b e t w e e n  t h e  i n f o r m a t i o n  
s e r v e r  a n d  t h e  I n t e r n e ts e r v e r  a n d  t h e  I n t e r n e t



Firewall C on fig u rat ion sFirewall C on fig u rat ion s

�� Screened host firewall system (dualScreened host firewall system (dual--
homed b astion host)homed b astion host)



Firewall ConfigurationsFirewall Configurations

�� Screened host firewall, dualScreened host firewall, dual--hom ed hom ed 
b astion config urationb astion config uration
–– I f  t h e  p a c k e tI f  t h e  p a c k e t --f i l t e r i n g  r o u t e r  i s  c o m p l e t e l y  f i l t e r i n g  r o u t e r  i s  c o m p l e t e l y  
c o m p r o m i s e d ,  t r a f f i c  m u s t  s t i l l  f l o w  c o m p r o m i s e d ,  t r a f f i c  m u s t  s t i l l  f l o w  
t h r o u g h  t h e  b a s t i o n  h o s tt h r o u g h  t h e  b a s t i o n  h o s t

–– T r a f f i c  b e t w e e n  t h e  I n t e r n e t  a n d  o t h e r  T r a f f i c  b e t w e e n  t h e  I n t e r n e t  a n d  o t h e r  
h o s t s  o n  t h e  p r i v a t e  n e t w o r k  m u s t  f l o w  h o s t s  o n  t h e  p r i v a t e  n e t w o r k  m u s t  f l o w  
t h r o u g h  t h e  b a s t i o n  h o s tt h r o u g h  t h e  b a s t i o n  h o s t



Firewall ConfigurationsFirewall Configurations

�� ScreenedScreened--sub net firewall sy stemsub net firewall sy stem



Firewall ConfigurationsFirewall Configurations

�� Screened sub net firewall config urationScreened sub net firewall config uration
–– M o s t  s e c u r e  c o n f i g u r a t i o n  o f  t h e  t h r e eM o s t  s e c u r e  c o n f i g u r a t i o n  o f  t h e  t h r e e
–– T w o  p a c k e tT w o  p a c k e t --f i l t e r i n g  r o u t e r s  a r e  u s e df i l t e r i n g  r o u t e r s  a r e  u s e d
–– C r e a t i o n  o f  a n  i s o l a t e d  s u bC r e a t i o n  o f  a n  i s o l a t e d  s u b --n e t w o r kn e t w o r k



Firewall ConfigurationsFirewall Configurations

�� A d v a n t a g e s :A d v a n t a g e s :
–– T h r e e  l e v e l s  o f  d e f e n s e  t o  t h w a r t  i n t r u d e r sT h r e e  l e v e l s  o f  d e f e n s e  t o  t h w a r t  i n t r u d e r s
–– T h e  o u t s i d e  r o u t e r  a d v e r t i s e s  o n l y  t h e  e x i s t e n c e  T h e  o u t s i d e  r o u t e r  a d v e r t i s e s  o n l y  t h e  e x i s t e n c e  
of the screened subnet to the Internet (internal of the screened subnet to the Internet (internal 
netw ork  is inv isible to the Internet)netw ork  is inv isible to the Internet)

–– T he inside router adv ertises only  the ex istence T he inside router adv ertises only  the ex istence 
of the screened subnet to the internal netw ork  of the screened subnet to the internal netw ork  
(the sy stem s on the inside netw ork  cannot (the sy stem s on the inside netw ork  cannot 
construct direct routes to the Internet)construct direct routes to the Internet)
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�� ExamplesExamples
–– P a c k e t  f i l t e r i n g  P a c k e t  f i l t e r i n g  –– U n i x  U n i x  i p t a b l e si p t a b l e s ((i p c h a i n si p c h a i n s ))
–– P e r s o n a l  f i r e w a l l  P e r s o n a l  f i r e w a l l  –– r u n  o n  y o u r  P C  t o  r u n  o n  y o u r  P C  t o  
p r o t e c t  y o u r  h o m e  n e t w o r kp r o t e c t  y o u r  h o m e  n e t w o r k

�� B lack IC EB lack IC E

�� Z one A larm  P roZ one A larm  P ro

�� S y m antec N orton P ersonal F irew allS y m antec N orton P ersonal F irew all

�� M any  othersM any  others


